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I, the undersigned, being an officer duly authorised in accordance with Section 74(1) and (4) 
of the Deregulation & Contracting Out Act 1994, to sign and issue certificates onbehalf of the 
Comptroller-General, hereby certify that annexed hereto is a true copy of the documents as 
originally filed in connection with the patent application identified therein. 



In accordance with the Patents (Companies Re-registration) Rules 1982, if a company named 
in this certificate and any accompanying documents has re-registered under the Companies Act 
1980 with the same name as that with which it was registered immediately before re- 
registration save for the substitution as, or inclusion as, the last part of the name of the words 
"public limited company" or their equivalents in Welsh, references to the name of the company 
in this certificate and any accompanying documents shall be treated as references to the name 
with which it is so re-registered. 



In accordance with the rules, the words "public limited company" may be replaced by p.l.c, 
pic, P.L.C. or PLC. 

Re-registration under the Companies Act does not constitute a new legal entity but merely 
subjects the company to certain additional company law rules. 
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Cfafick Stock Secudty Devioe 

Backgxoxmd 

Ijj xecem years there have been many mefiiods pioposcd to autheoiicate checks. One type of 
authctttiCfttiOO already iised is the Positive Pay. system whete a liat is coadfi of all issued 
checks aod despatched to the teco»cUing Banks. This systcro detects "any falsification aftec 
the checks have bcca despatched ficom the Bank of Fixst Deposit co die isB«Jflg.Ba»ki 

A tnotctecentvetsiotl of tiaJa aystem is described in m4.64.tM (Page^ not assigned) ^^^e 
ihc details of issued checks ate scot to a central pioccsslng ftgpw;y to which check cashing 
oudets have on line access. The central agency confisOTS that the details on tiic check 
coxxcspond to those stored at the time o£ issue. 

A second type of aathenticadon has avoided the necessity of issne files by adding coded data 
to tlxc checkitself which -will vetify die human readable data. 

•.•H-.- • ' , 

■Al^UtiiomCEPO 699^27B1) .select at ).ewt v^fo ctiiical items of data and , encode: them intcc^ - 
oukchiiiB readable foim SO daat verificadon may be carded out by comparing the machine 
readable and human readable data. They do dot Indicate any enctypdon and it appears that 
the encoding U In a acandatd. foon so that no access ^ be required to encryption or 



ASDC (US 6,233,340) describe a method of authcntLcadon in which check variable data is 
irreversibly encrypted ftixd added to the check in machine readable form such as a bar code. 
Verification is by tegeneratins the same machine readable code aad coippa»ng the two 
versions. The keys for encryption have to be knowa to bo.di enctyptot and valdator aod d;iis 
fact makes it a. less suitable schemes fot diirtdbuied vaUdation. In a later patent (US 
6,549.^4) the use of asyromctdc (pubUc/piivate) enccypdott 19 proposed diua adding a level 
of security -which would be more appropriate for remote check cashing facSUcles. In d>is 
patent the encrypted data is decrypted to compare it with the human tcadablc data- A PiN 
may be added to ihe encoding to allow verification of payee idenricy at dae rime of 
transaction. 
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ChcqueGmid (US6,073,121) also propose that aU of ihti check date he ^csypted aixd 
encoded into a «>achj.ae readable symbol placed above the MICR line. Agdn vetlficaiion Js 
by decoding the symbol and co«p«itig with original data. The encryption Jwys Pte notified 
to Banks and businesses In advance. 

Payformanco (US 6.170,7+4) describe a rindlat method of hiishiflg data yA± the added 
security of a distal, signature, all encoded into a graphical synoboL Howevet, to ft pair of 

tnore recent pai=^t applicariona <US20020n4334Al.,US20020174074Al> the data ^h la 
hashed includes a personal id«.iifi«: to allow fox veriflcarion of Identily at POS. In dds case . 
the key for bashing can either be accessed on Hae at the cdieck cashing ontle^ OR eJ«e a 

verification authority is «railable online to catty Out iiic piocess. Also ihe hashed data b 

added to the MICR line so that it ay be humanly icad^Me ot xead by a MICB. tcadct. • 

dispensing vwth he need fotacamata and hnagjng technology. . 

In all of &ese xnedxoda thctc is. a tikcAon oE data which ia encoded for vcrificato The . . . 
data l'ay bcl plam form or encrypted ot hashed, and m sotne cases a di^tal signiifaKe Is' 
ftdded fot estra security. Hkxe handling of tie security keys is a prime concern. Where the 
keys have to be distributed prior to any ttansactton the mdhod la less appropriate for wide 
distribution. The problem can be offset to some degree by a pubUc/priv«» key scheme. 
Another alcemarive is the use of online access to keys or deoyprion services. 

Sixmmacy of ZliviS^tlotl 

The object of tbe ptescnt invenrion ia to provide a higher Icvd irf security for checks aa in 
the aforementioned patents but by a method designed to be more appropriate few 
ti,«.aactions at check caahing outlets or POS. The Imptovemeht arises &om Ae inchadon of 
^ graiihlc on the ori^al check stock which contains the key to ihe data hashing dgotithm 
used for the chtxk data, 

■ This compares wiria the prior art whete the key is eitfaet (a) predistributed (b) part of a 
pubUc/private key. scheme (c) available on line or (d) available tx> a service provider who is 
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Thus accotdiag to invention the mthenticatioa wfll be Available without wiy «comse to . 
on Unc facJBties and hence can be avaUdik for i^MDOtc 9gp»^^ 

In one implementation, when the. check' stock i« -pdntcd S«.pbJc will be incbded which 
cottt^. in encoded .form some or dl ofc the acco^3nt niamber. Uie bank toudng nimAfer, the 
langc of check numbers, a PIN. -nd a key." The gtaphJe cm be in m«ihlnc readable form 
such as a conventional 1 ot 2D barcode or mote eophUdcated symbologies. such aa diose 
available &om Eme4 Syemn. li«dted at»i dia«aosed In PCr/GB02/b0539 may be used. 

If a cashier issues ft check containing such ft g»:aphic a hash Jb calculated ftom at kaat flic 
pjtyee and amount, the hash depending on ihc key encoded in die graphic. Thia haah is 
pxintedonte, Uic MICR linchi die :allawaUo positions in the form of a 4 difft ntanbet. 
Altematively it may be Irandsrtlttao or prioiad in any avaflablo part of the check. 

When «uch .a:cashict's cbwk la presentecl at a POS or o Aer ttansactioa agency, tbe geaphlc is 
B«iQi#d to ^txiftve the iyland the same data as used at issuavcc i9 hashed usteg^hat key, ^ 
The n^r fluit is obtabed is compared with thfi bash vdue previously ftdded to »he MICR 
Ihie. 

The process o£ verification can be futthcs ^WXX>md by retrieving the data on l±ie check by 
analysing the scanned image and 0«n« OCR tedmiquea to interpret «he human readable tot 
and the MIGEl line data. 

Xn an alteroarive kuplementadon where an individual wishes to write a check on hh own 
^uat hfi may use check stock, printed as described wirii a data bearing graphic, whctc die 
gaphic also contains a PIN number known only to dxat individual When Guch a check ,s 
presented die individual is able to confim hi* ^dendty by typing his PIN to a-key pad 
^ere its validity will be confirmedby softvmc which will decode diePIN fi:om d.e ^hic 
by floisiyaing a scanned image o£ itat graphic. 



|q.Q79,873-;>2^ep-03a.0y:. 
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1 . A method of ftnthearicaring check data at a point rtdtmte ftom the issvung ba»k by: 

(a) eacoding a key onto check stodUatliefot^ 

(b) fl± the time of ls$\jc i«tog the encoded key to hash a ackction of check data which m^y 
Include the p^yee and amount and which dso appeajCd io. huroan readable form; 

(c) adding tb.e hashed data tnlhcl^CRli^^ 
accordance vTlth the bank conventiona fox MICR data; 

(d) at ^ pohxt of tcanaadicin, scanning the check mad WJialyaing the Image to decode the key; 

(e) reading the hiinsm n^able ot machine readable d^ 

(f) svibmitdng ynanually or antoinatica]|y the human tcftd^bte data^ the key and dae hash 
value from the.MICR Jine to a psioceasor ;\rfafiie the processor recalculates ihc bash 

the gfcron data-using tbe.gjr^en key.and confirms oc otherwise ths^t the recalculatxsd hash la 

the same the encoded ifS^K 
^: -'/yr-h ' ' ^^Mf^.^ * • ■ ' r K '-* 

•2. -4:Similar aboui^ \Bfhojx ike, cncpded data Inelndea ft P3DSI or some form of peR^onal 

identification and dae customer enters the PIN In a key pad at the time of tranfiacdon. 

3. For various selcctiona of data. 

4. "Whcte the data is auwrnatically read ftom the check at dme of verification by using OCR 
techniques on the human ireadsabk and MICR data in the scanned image of the check. 



5, Where the da4a is keyed in manually. 
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Abstract: 



Check Stock Seciaii^ pevlce 



This patent cortcctm a method of eohandng ±c security of the check cftsWng opcsailon sE 
locations remote from the issumg biink. A data bearing graphic is printed on the check stock 
ftt the dme of tJie initial pswling, the data comprising at least account Idwxtifyioginfcaanatioil 
and fl key. When a ciieck is issxjcd the payee Mud amount at least aic hashed uftiog the hsj 
decoded fi:om the graphic and the haahjed value is added to die cbeck, possibly on die MtCR 
line, At POS or a bank teller tiie key. is. decodiid &om the graphic, the ekcck data is tehashed 

- and compaied with that on„»hc mCSi.^c. A VT}^ may also be induded In the gciphic to 
allcvir checking of ID at the ?!OS p? . tcU** Btadon. 
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